OO0000 NagiosOOODOOOoOooodd

goood

100000bo0oboobobooobooboboboboboooo PCcOb®ObD LANODDODOOO
gopooiipobooobod

gbobz200000b00b0oboobooboobobooon

goog

300 PCO00MOO01000NagiosdODOOOOO
oboboz20b0 pPCOb0O0OD0OIPOODODOODODODOD
000 PCOCentOS5U NagiosO DO O DO O

0 Nagios [ [

goboobodbooooboobooobuoobbooboobooobooobooo
goboooboooobooob

OCO000OWehODOODOOOODOOODOOOOOODOODOOOO

ugoo
uboboobooboboobooobboooboobboobooboobon
UO000O0O00O0OdTTRPOFTPOPOPILD SMTPO O OO OOOOOOOOOOOO

ONagiosO OO QOQOQO
O http://www.nagios.org/

goon

O

g
g

OO00OPngUOOOODOO

ubbooboadgbosgoboadood
gbobobobobobobobob

od

O
D00 WaningQDUOOODOOOODOOOOOCriticlD OO0
goboobooboobooobooboo

O (/ust/local/nagiog/etc/localhost.cfg 1 0 D 0D 000000 O0OOO0DOOOOOODOOO
oo

O00ooooooeodonoooooooooon
[0 /usr/loca/nagiosletc/cgi.cfg 0 D 0D OO0 D0OOO0100000000O

O nagios.cfg O external command checkinterval 00 0 1sO00 0001000000000
oo

gboboboboboobobobobo PcOODbODbDODbDODOD

goddoobbobosSudcCentOSs U U U

m (O)0DO0DObDOooObOOoOoOonDg
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ONagiosOO OO OO gboogooobooboobboobooboban

goobgoooogn
ubobooboobooooboobooo
OwWebOODOOO NagiosOOOOOODOODOOOO NagiosOODOOOOOOODDOO

OwebOOOOODOO NiosOOODODOODOODOOOODOODODOOODOOODOO
aoo

OhtpdDOOOOO0ODOOOCO negemdOO00OOCOO0OOOODO

O # /usr/sbin/groupadd nagios

O# /usr/sbin/useradd -d /usr/local/nagios -g nagios -m nagios
O# /usr/sbin/groupadd nagcmd

O # /usr/sbin/usermod -G nagcmd httpd

O# /usr/sbin/usermod -G nagcmd nagios

m ()gec00O00OD0O000O0O0OO00O00

O #yum -y install gcc
m (2)Nagios O OPNGOJPEG DO OOOOODODOOOODODOOOOOO

OPNG O 0O 0O0O0O O O http://www.libpng.org/pub/png 00 0 O O O libpng-1.2.20.tar.gz[1]

0os$ /conflgure --prefix=/usr/local
0% cd

0 $ make
0$ su
O # make install

OJPEG O OO0 0O OO http://iwww.ijg.org 0 O O O O jpegsrc.veb.tar.gz[1]

0$ t r zvxf jpegsrc.véb.tar.gz
0$ c

D% / onfigure --pregix=/usr/local --enable-shared --enable-static
0 $ make
0% su

O # mal

ke install
0000000000 /ust/loca/man/manl/cjpec.1 0 000 0O O
m GDUOOODODODOOOOODOOO

ocbubooboobobobobobobobobobob

gooboocebOoooooUbbOUbpelDdbbOU0ODOOGDpmODOOOOOOODOO
ooobooo

0000000 GbOoOooooOoOd1e300000O
O http://www.boutell.com/ [0 00 O O O http://www.libgd.orag/Main_Page 0 0 [0 O

OwgetOO DO OOO0ODOO0OOOO

O wget http://www.boutell.com/gd/http/gd-2.0.32.tar.gz [0 00 wget
http://www.libgd.ora/releases/gd-2.0.35.tar.gz [ 00 00 O

O$ wget http://ww.libgd.org/releases/gd-2.0.35.tar.gz

gboooooooooon

O$ tar xvfz gd-2.0.32.tar.gz
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odoobooooooooooobooa
0% cd gd-2.0.32
OmekeO0OOOOOOOd

0% ./configure --with-png=/usr/local/lib --with-jpeg=/usr/local/bin --prefix=/usr/local
0$ make

O $ make test

0% su

O # make install

m (HNagiosO OO OO OO

ONagiosO rpmO 00000000 OOOOOOOOO
O# rpm galgrep nagios
(M NagiosO OO wgetO OO OO

$ tar xvzf nagios-2.9.tar.gz0 00

$ cd nagios-2.9

$ _/configure --prefix=/usr/local/nagios --with-command-group=nagcmd --with-gd-lib=/usr/local/lib
$ make all

# make install

# make install-init

# make install-commandmode

# make install-config

m (5)Nagios Plugin DevelopmentO O OO0 00O

00000000000 000 Onagiosplugins-1.4.9.tar.gz0 00 O

0% ./configure --prefix=/usr/local/nagios --with-cgiurl=/usr/local/nagios/cgi-bin
O $ make
O # make install

m (6)Nagios Web D OO ODOODOOODOOOOOOODOO

O http.conf(/etc/httpd/conf/http.conf) D D O OO0 OO0 O0DOOCGI OO ODOOOOOODOOODO

O ScriptAlias /nagios/cgi-bin/ /usr/local/nagios/sbin/
O <Directory "/usr/local/nagios/sbin/">

O AllowOverride AuthConfig

0 Options ExecCGl

O Order allow,denyvi /

O Allow from all

O </Directory>

O Alias /nagios/ /usr/local/nagios/share/
O <Directory "/usr/local/nagios/share/">
O AllowOverride AuthConfig

O Options None

O Order allow,deny

OAllow from all

O </Directory>

m (7 )OODODOOoOoOooooooooobooo
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OWebOOOOOOODOO BASICODOOOOOODO
O /ust/local/nagios/share/ O /usr/local/nagios/sbin/ OO0 OO0 00O .htaccessO0 0 OO 0O
O .htaccess 0 00 0 O chmod 604 O O 0O O

O AuthName "Nagios Access"

O AuthType Basic

O AuthUserFile /usr/local/nagios/etc/htpasswd.users
O require valid-user

O .htaccess 0 00 AuthUserFiledd O O O O O O /usr/local/nagi os/etc/htpasswd.usersC] O htpasswd O
gddooouoooouoooooa

O00OMnagiosD DOOOO0DOOOOOOODOO
(1 http://www.shtml.jp/htaccessbasichtml O 0 OO0 00000000 O0O0O0ODOOOODOOOO

Ohtpasswd 0 Web OO OOOOODOOOOOOODOOO

O# su nagios

0% htpasswd -c /usr/local/nagios/etc/htpasswd.users nagios
O New password:

0 Re-type new password:

0 Adding password for user nagios

m (8)Nagios OO O OO

ooooooooon
00000000000 nagios.cfg
OCGl 000000 dcgi.cfg
0000000000000 resourcecfg
000000000 O locahost.cfg

googobooboobbooboobbooboobobo

O# su nagios

0$ cd /usr/local/nagios/etc

0 $ cd nagios.cfg-sample nagios.cfg
0% cd cgi.cfg-sample cgi.cfg

0% cd resource.cfg-sample resource.cfg

O O O locahost.cfg 0 commands.cfg 0 0O O O
OnagioscfgO0 0O 00O

0 370 #cfg_file=/usr/local/nagios/etc/checkcommands.cfgd OO0 OO0 O0OOO
0 400 #cfg_file=/usr/local/nagios/etc/misccommands.cfgl OO0 000000
0 1310 check_external_commands=1

Ocgi.cfgd O OO0

0 1160 authorized_for_system_information=nagios

0 1280 authorized_for_configuretion_information=nagios
0 1410 authorized_for_system_commands=nagios

0 1540 authorized_for_all_services=nagios

0 1550 authorized_for_all_hosts=nagios

0 1680 authorized_for_all_service_commands=nagios

0 1690 authorized_for_all_host_commands=nagios

ONagiosOUOOOOODOO WebOOODOOODOOODOODOOO cgi.cfgd
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0 650 nagios_check_command=/usr/local/nagios/libexec/check_nagios /usr/local/nagios/var/status.dat
"/usr/local/nagios/bin/nagios*

O00O0O0OOoOoOoo O resource.cfgdd

ooooo

OO00000DO0O0DbOO0 NagiosO OO

0000000000000 Onagios0 0000 -vDODOOODOO nagios.cflgO0O0O0ODOODO
O# /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

00o0ooobooobobooooooooooookKooooooooooooooooo
gooooooon

0 0
d d

O Total Warnings: 0
O Total Errors: 0

O Things look okay -No serious problems were detected during the pre-flight check

o000 *cfgO0O0O640 0 000O0OOODOO
m (9)Nagios I 0 O

$ s
# /etc/init.d/nagios start
0

oog

m (10)NagiosO OO OOQOOOd

O# cd /etc/init.d/

O # chmod 755 nagios

O# /sbin/chkconfig --add nagios

O # /sbin/chkconfig --list nagios

O# /sbin/chkconfig --level 35 nagios on
O # /sbin/chkconfig --list nagios

m (11)0000 PCOOOODOO

O /usr/local/nagios/etc/localhost.cfg D D D O D OO OO ODOOOODOODOODOODODOD
0

HHHHH R R AR
LOCALHOST.CFG - SAMPLE OBJECT CONFIG FILE FOR MONITORING THIS MACHINE

ast Modified: 11-27-2006

O#
O#
O#
O#L
O#

O # NOTE: This config file is intended to servce as an *extremely* simple

O# example of how you can create your object configuration file(s).

O#

O] S R

U HHHHHH R R R R AR
U HHHHHHHH R R AR
O#
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TIME PERIODS

R R HH
T R R R R R R R

o HH

a
g
O
g

O# This defines a timeperiod where all times are valid for checks,
O# notifications, etc. The classic "24x7" support nightmare. :-)

O define timeperiod{
O O timeperiod_name 24x7
O Oalias 24 Hours A Day, 7 Days A Week
0 O sunday 00:00-24:00
0O O monday 00:00-24:00
0 O tuesday 00:00-24:00
0 O wednesday 00:00-24:00

0 O thursday 00:00-24:00
0 friday 00:00-24:00
0 saturday 00:00-24:00
0}

# "workhours® timeperiod definition
define timeperiod{
timeperiod_namel] workhours
aliasO O "Normal" Working Hours
mondayll [0 09:00-17:00

tuesday [0 09:00-17:00
wednesdayd 09:00-17:00

thursday(] 09:00-17:00

fridayd 00 09:00-17:00

}

Oooooooooog

a
a
ad
a
0
a
O
o

# "nonworkhours® timeperiod definition
define timeperiod{

O timeperiod_namel] nonworkhours
OaliasO O Non-Work Hours

0 sunday [0 00:00-24:00

0 monday[J (J 00:00-09:00,17:00-24:00

O tuesday] 00 00:00-09:00,17:00-24:00
J wednesdayJ 00:00-09:00,17:00-24:00
0 thursdayd 00:00-09:00,17:00-24:00

O friday O 00:00-09:00,17:00-24:00

0 saturday 00:00-24:00

0

Ooooooooooogo

s
}

O# "none" timeperiod definition
O define timeperiod{

O O timeperiod_namel] none
OOaliasOONo Time Is A Good Time
oo}

HHHR A
R R R R R R R R R R R

COMMANDS

R R R
T R R B T R

NOTE: Sample command definitions can now be found in the sample commands.cfg

O#
O#
O#
U#
O#
U#
O#
O#
O# file

HHHHHHH R R R R R AR R AR
R R R R T AR

O#

O#

O#

O # CONTACTS
O#

U] S R R R R
L R R R B R R R A R B R R R B R R R R i
O# In this simple config file, a single contact will receive all alerts.

O# This assumes that you have an account (or email alias) called

O # "nagios-admin" on the local host.

O define contact{



[ contact_name nagios-admin

O Oalias Nagios Admin
O service_notification_period 24x7
O host_notification_period 24x7

O service_notification_options w,u,c,r
O host_notification_options ,r
O service_notification_commands notify-by-email

0 host_notification_commands host-notify-by-email
O email nagios-admin@localhost
0}

T R R R T R
R

HHHHHH R R

O#

O#

O#

O # CONTACT GROUPS

U#

O#

U AR R R R R AR

O# We only have one contact in this simple configuration file, so there is
O# no need to create more than one contact group.

O define contactgroup{

[J contactgroup_name admins

Oalias Nagios Administrators

0 members nagios-admin

Y
L R T R R R R R R R R T R R R R R R
U HHHHHH R R R R AR T
O#
O # HOSTS
O#

R T R R T R
) MR R R R B R R R R R R R

O # Generic host definition template - This is NOT a real host, just a template!
O define host{

0 name generic-host ; The name of this host template
O notifications_enabled 1 0 ; Host notifications are enabled

O event_handler_enabled 1 0 ; Host event handler is enabled

0 flap_detection_enabled 1 0 ; Flap detection is enabled

O failure_prediction_enabled 1 0 ; Failure prediction is enabled

O process_perf_data 1 O ; Process performance data

O retain_status_information 1 O ; Retain status information across program restarts

O retain_nonstatus_information 1 0 ; Retain non-status information across program
restarts
O O notification_periodd 00 24x70 O ; Send host notifications at any time

O register 0 [0 ; DONT REGISTER THIS DEFINITION - ITS NOT A REAL

HOST, JUST A TEMPLATE!
O}

O # Linux host definition template - This is NOT a real host, just a template!

O define host{

O O nameld O O O linux-serverd ; The name of this host template

0O Ousel O O O generic-hostO ; This template inherits other values from the generic-host template
O O check_periodO O O 24x70 O ; By default, Linux hosts are checked round the clock
max_check_attemptsC 0 100 O ; Check each Linux host 10 times (max)

O check_command O check-host-alive ; Default command to check Linux hosts
notification_periodd [0 workhours( ; Linux admins hate to be woken up, so we only notify during the day
O0O0000D ; Note that the notification_period variable is being overridden from
000000 ; the value that is inherited from the generic-host template!
notification_intervald O 1200 O ; Resend notification every 2 hours
notification_optionsd O d,u,r0 0 ; Only send notifications for specific host states
contact_groups O O adminsO O ; Notifications get sent to the admins by default
r
}

g
O
a
|
O
|
a
O registerd 0 00O O ; DONT REGISTER THIS DEFINITION - ITS NOT A REAL HOST, JUST A TEMPLATE!
0

Ooooooogo o

O# Since this is a simple configuration file, we only monitor one host - the
O# local host (this machine).

O define host{
O use linux-server ; Name of host template to use
00000000 ; This host definition will inherit all variables that are defined



O0O00oO0oogo; in (or inherited by) the linux-server host template definition.

O host_name localhost
Oalias localhost
[0 address 127.0.0.1
o}

#
#2007.9.2000 000000
#J00000000000bO00bOwoO0O0bObO0bOooDo

Oused O O Tinux-server
0 host_nameO O server01
OaliasO O O server01
O
O

#

define host{
ddreSSD D D ***.***.*-k*_***

d

a
}
efine host{

usel] O O Iinux-server

host_name O O server02
aliasO O O server02

a
}

a
g
O
|:| ddreSSD D D ***.***-***-***
a

#
R R R R R R H R
AR R R AR R AR R AR

#
# HOST GROUPS
#
#

R R R A T R R
AR R R AR R R AR

We only have one host in our simple config file, so there is no need to
create more than one hostgroup.

gboooboooboooobooobooooooon

#
#
#
# oo

#members 000000000 host_ nameDaliasO0 0000000

0O OoOoOoo oo goooooo O gooooo ooogoogo gogo

#
define hostgroup{
] hostgroup_name test

Oalias Test Servers

[0 members localhost,server01,server02

0}

T R R R R R R R R R R
HHHHHHH AR R R AR AR AR

O
O
O
O # SERVICES
O

HHEHHR

U At R R A T T R
) AR R R R R AR

O # Generic service definition template - This is NOT a real service, just a template!

O define service{

0 name generic-service [0 ; The "name® of this service template
O active_checks_enabled 1 00O ; Active service checks are enabled
[ passive_checks_enabled 1 oo 0 ; Passive service checks are enabled/accepted
O O parallelize_check 1 00O ; Active service checks should be parallelized
0J0000DODO (disabling this can lead to major performance problems)
[0 obsess_over_service O00; We should obsess over this service (if
necessary)
[ check_freshness 0 00O ; Default is to NOT check service "freshness"
O notifications_enabled 1 00 ; Service notifications are enabled
O event_handler_enabled 1 00O ; Service event handler is enabled
O flap_detection_enabled 1 00O ; Flap detection is enabled
O failure_prediction_enabled 1 00 ; Failure prediction is enabled
[ process_perf_data 1 00O ; Process performance data
O retain_status_information 1 00O ; Retain status information across program
restarts
O retain_nonstatus_information 1 00O ; Retain non-status information across program
restarts
O is_volatile 0 00O ; The service is not volatile
O register 0 000 ; DONT REGISTER THIS DEFINITION - ITS NOT A REAL

SERVICE, JUST A TEMPLATE!



O}

O# Local service definition template - This is NOT a real service, just a template!

O define service{
O O namel O O O local-service OO ; The name of this service template
O Ousel O O O generic-servicel O ; Inherit default values from the generic-service definition

O check_period 24x70 00 ; The service can be checked at any time of the day
0 max_check_attempts 4000 ; Re-check the service up to 4 times in order to
determine its final (hard) state
O normal_check_interval 5000 ; Check the service every 5 minutes under normal
conditions

OO#
od#iO0o0O0O0C00O00sb000oooooob0100o0ob0boOooooOooOoOobooOos0b0000Oomm
OoO#

O retry_check_interval 10 00 ; Re-check the service every minute until a hard state
can be determined
O contact_groups adminsO O O ; Notifications get sent out to everyone in the

"admins® group
O O notification_optionsO O w,u,c,r0 0 O ; Send notifications about warning, unknown, critical, and recovery
events

O notification_interval 600 0 O ; Re-notify about service problems every hour
O notification_period 24x70 0 O ; Notifications can be sent out at any time
O register 0 00O ; DONT REGISTER THIS DEFINITION - ITS NOT A REAL
SERVICE, JUST A TEMPLATE!
oo}
O#
O#
O#00000000000000000O000O0O0O00O00OOOO0O00hhost namelaliasO00O0000OO0OOO
od
O#
O#

O Define a service to "ping" the local machine

O define service{

O use local-service ; Name of service template to use
0 host_name localhost,server01,server02
oo#
00#00000000000000000O0OOO
O#
0 O service_description PING
O O check_commandC O O check_ping!1100.0,20%!500.0,60%
O#
OO0#ping00000000O0DOOCODOOOO
O0#
oo}
O # Define a service to check the disk space of the root partition
O# on the local machine. Warning if < 20% free, critical if
O# < 10% free space on partition.
O define service{
O use local-service ; Name of service template to use
0 host_name localhost,server01,server02
[ service_description Root Partition
0 O check_commandd O O check_local _disk!20%110%!/
0}

O # Define a service to check the number of currently logged in
O# users on the local machine. Warning if > 20 users, critical
O# if > 50 users.
Ode

fine service{

Ouse local-service ; Name of service template to use
0 host_nanme o localhost,server01,server02
[ service_description Current Users

0 O check_commandd O O check_local _users!20150
O

O # Define a service to check the number of currently running procs
O# on the local machine. Warning if > 250 processes, critical if
O# > 400 users.
Od

efine service{



0 check_commandU O O check_local_procs!2501400!RSZDT

0 use local-service ; Name of service template to use
ad host_name o localhost,server01,server02

ad service_description Total Processes

O

ad

O # Define a service to check the load on the local machine.

O define service{

d use local-service ; Name of service template to use
0 host_name localhost,server01,server02

O service_description Current Load

0 O check_commandd OO0 O check_local _load!5.0,4.0,3.0!10.0,6.0,4.0

O }

0O O000002007.9.21.

googodogn

mping00O0 IPOOO0O0OO0OO0OEXPInQUOOOOOOODOOOO
00000001000
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